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Abstract

Oil pipeline leaks represent a complex and critical issue due to their potential to cause significant eco-
nomic losses and severe environmental damage. This incident not only disrupts industrial operations but
also poses risks to surrounding ecosystems and communities. Therefore, early detection and real-time
monitoring are essential to minimize these adverse effects and enable a faster and more effective re-
sponse to leakage events. This research aims to develop an Internet of Things ( loT)--based oil pipeline
leak monitoring system by utilizing actual data obtained by integrating multiple sensors. Using actual
data collected from field-simulated scenarios provides a realistic basis for evaluating system perfor-
mance under real operating conditions. The proposed system employs an ultrasonic sensor (HC-SR04) to
measure fluid levels within pipelines, a temperature sensor (DS18B20) to detect temperature fluctua-
tions, and a pressure sensor to identify changes in internal pipeline conditions. All sensor data are wire-
lessly transmitted to a web-based application using a NodeMCU ESP32 microcontroller, enabling contin-
uous remote monitoring. Additionally, sensor readings are displayed locally on an LCD screen to support
immediate on-site abservation. System evaluation was conducted through a series of controlled experi-
ments simulation variations in pressure, temperature, and leak scenarios.), to evaluate the system's ac-
curacy, precision, and consistency in leak detection. These metrics were used to measure the accuracy,
precision, and consistency of the system's ability to detect leaks. This demonstrates a high level of relia-
bility and effectiveness in monitoring real-time changes in pipeline conditions. Overall, the developed
system proved effective in enhancing reliability in oil pipeline leak monitoring, facilitating faster re-
sponses and significantly reducing potential negative impacts caused by leaks.
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1. Introduction

Pipeline leaks are a critical issue that must be addressed by every industry operating a dis-

tribution system. Along wi

the advancement of pipeline networks, the number of leak incidents

How to cite:

has increased, many of which go unaddressed by the industries concerned. This has drawn signif-
icant attention, particularly regarding efforts to prevent pipeline leaks from occurring[1], [2]. Pipe-
line leaks can lead to a significant drop in pressure within the pipeline. These leaks occur when
fluid escapes from the piping system due to damages such as holes or cracks, allowing the fluid to
exit in the form of liquid, gas, or solid[3].

Water flow sensors and the Internet of Things (loT) streamline the process of monitoring
pipeline networks. Water flow sensors are used to track the flow rate and measure the volume of
water passing through the pipes. This data is critical for detecting anomalies that might indicate
leaks. Meanwhile, loT technology is employed to transmit data from sensors to the cloud in real
time, enabling further processing, such as analyzing water consumption volume and changes in
flow rate along the pipeline(4].

Understanding fluid behavior within pipelines is essential in analyzing and preventing leaks,
as the physical and dynamic properties of the fluid-such as viscosity, flow velocity, and pressure
greatly influence the stability of flow within the pipe. When a leak occurs, changes in inflow pat-
terns and pressure can be used as indicators to detect the location and severity of the leak[5].
However, in practice, leak detection is often still performed manually by conducting direct field
inspections. This method is not only time-consuming but also inefficient, potentially delaying the
response to leaks, especially in large and hard-to-reach pipeline networks. Such conditions pose
a serious challenge for industries that rely heavily on pipelines as their primary distribution sys-
tem[6].
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Therefore, early detection systems are crucial to prevent the widespread consequences of
such leaks. The advancement of big data technology and predictive analytics also offers a more
sophisticated approach to leak detection. By combining historical sensor data with statistical pat-
tern analysis, systems can predict the likelihood of leaks before they occur. This technology works
by identifying anomalies through learning from past data, enabling more strategic preventive ac-
tion[7]. Compared to conventional methods, loT-based systems often require routine field inspec-
tions by personnel, which are time-consuming, resource-intensive, and prone to human error. In
contrast, |oT systems can automatically send alerts, log data continuously, and detect anomalies
with high accuracy, making them highly suitable for large-scale pipeline infrastructure[8]. In de-
veloping countries like Indonesia, leak detection remains a major challenge due to technological
and infrastructural limitations. Many oil pipelines built decades ago lack modern monitoring of
loT-based detection systems, which is considered an appropriate solution as it is relatively low-
cost easily integrated with existing infrastructure, and can be monitored remotely via an internet
connection [9]. The selection of sensors and microcontrallers in this system is based on the char-
acteristics of the monitored pipelines and fluids. Ultrasanic sensors are chosen for their ability to
measure fluid levels without direct contact, while pressure sensors are used to detect sudden
pressure drops indicative of leaks. The ESP32 microcontroller is selected for its Wi-Fi connectivity
and high processing performance, enabling real-time data transmission to a web-based server.
This combination has proven effective in various previous pipeline monitoring studies[10], [11].

To analyze the accuracy and precision of miniaturized pipelines in representing fluid flow
and detecting leaks, it's crucial to assess how well these models mimic the dynamics of full-scale
pipelines. Miniaturized systems must replicate physical properties like viscosity, flow velocity, and
pressure, though challenges arise due to scaling effects such as surface friction and turbulence.
Precision depends on design factors, including material selection, sensor placement, and flow
control. For leak detection, miniaturized models must simulate both steady and transient flow
conditions to detect pressure or flow changes caused by leaks. Sensor calibration and the ability
todetect minor deviations are key to identifying early leakage signs. Integrating loT-based sensars
allows for real-time data comparison with historical data and predictive models, improving accu-
racy over time. High-precision sensors and microcontrollers like the ESP32 enhance detection pre-
cision, making miniaturized systems more accurate in mimicking full-scale behavior. Studies show
that miniaturized systems with 10T sensors can achieve over 95% accuracy in laboratory settings,
with advanced data analytics and machine learning improving leak detection by identifying hidden
patterns[12].

Through this research, an Internet of Things (loT)-based leak detection system is developed
and enabled. Real-time monitoring through a web-based application. With this system, workers
no longer need to conduct manual field inspections to identify leak points. This innovation was
expected to improve the effectiveness of pipeline maintenance and reduce the environmental
and economic risks associated with delayed leak responses[13]. In this context, the Internet of
Things (loT) today represents an effective way to monitor the intended environment. Its purpose
is to ensure that physical devices equipped with embedded electronics, software, sensors, actua-
tors, and network connectivity can identify, collect, and exchange data with one another[14]. The
environmental impact of oil leaks extends beyond water pollution, affecting biodiversity and hu-
man health. Spilled crude oil can contaminate marine and river ecosystems causing mass mortality
of fish, water flow, and other aquatic life. Additionally, oil contamination can degrade groundwa-
ter quality, potentially leading to a clean water crisis in communities near the incident site[15].

2. Methods

The implementation of this research begins with conducting a literature review on feasibility
studies and planning in order to gain insights from previous studies in the relevant field. The fol-
lowing is an outline of the method applied:Provide sufficient detailed methods to allow the work
to be reproduced. Methods already published should be indicated by a reference: only relevant
modifications should be described:
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2.1. System Desain Pipe

100¢m
25¢cm _

22¢m

Tangki 1

I
21em_
|

2zcom
2¢cm

Tangki 3 Tanghi 2

;

—28m __i= 25cm _

Orange : Water Flow Sensor
Pink : Ultrasonik Sensor
Red : Selencid Valve

Black Circel : Leak Point

Figure 1. Two-Dimensional Oil Pipeline Design

Figure 2. Three-Dimensional Oil Pipeline Design

Figure 1. Figure 1 presents the two dimensional layout of the T shaped pipeline: three tanks
(Tangki 1-3) are connected by a 45cm main header and two 25 cm branches; orange blocks de-
note five YF S201 flow sensors, pink blocks mark three HC SR04 ultrasonic sensors, red blocks
indicate three solenoid valves, and black circles show the intentional leak points. Figure 2 trans-
lates this schematic into a three dimensional CAD model, darifying the relative elevations and
component placements.

During the instrumentation and design phase, each flow sensor and ultrasonic level sensor
is installed, tested, and calibrated to generate two key data streams: (1) quantitative measure-
ments—real time flow rates in each pipe segment and liquid heights in the three tanks, and (2)
diagnostic insights—any discrepancy between the volume conveyed by the pipelines and the cor-
responding rise in tank levels. These data underpin validation of the solenoid valves’ automatic
cut off logic, enable early leak detection at the three critical points (left branch, right branch, and
centre pipe), and provide an empirical basis for refining control algorithms, alarm thresholds, and
loss mitigation strategies under realistic operating scenarios.

The practical implementation of this research therefore begins with a comprehensive litera-
ture review, which maps existing sensor technologies, leak detection methods, and pipeline con-
trol schemes;the insights gained from that review guide the subsequent hardware selection,
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system architecture, and experimental protocols employed throughout the instrumentation and 103
design stage. 104

Instrumentation and design phase for the T-shaped pipeline system is essential to guarantee 105
safe, efficient oil distribution before the plant enters full operation. During this stage, every flow 106
sensor and ultrasonic level sensor is installed, tested, and calibrated to generate two key data 107
streams: (1) quantitative measurements—real-time flow rates in each pipe segment and liquid 108

heights in the three tanks, and (2) diagnostic insights—any discrepancy between the volume con- 109
veyed by the pipelines and the corresponding rise in tank levels. These data underpin validation 110
of the solenoid valves’ automatic cutoff logic, enable early leak detection at the three critical 111
points (left branch, right branch, and central pipe), and provide an empirical basis for refining 112
control algorithms, alarm thresholds, and loss-mitigation strategies under realistic operating sce- 113
narios. The practical implementation of this research therefore begins with a comprehensive lit- 114
erature review, which maps existing sensor technologies, leak-detection methods, and pipeline- 115
control schemes; the insights gained from that review guide the subsequent hardware selection, 116
system architecture, and experimental protocols used throughout the instrumentation and design 117
phase 118
2.2. System Desain Pipe 119
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Figure 3. Two-Dimensional Oil Pipeline Design 122
123

Figure 3 presents the web-based pipeline leak-monitoring system, which integrates real- 124

time sensor acquisition with device control. The pipeline leakage monitoring system depicted in 125
the images utilizes real-time data measurements from ultrasonic and flow sensors installed at 126
various points within the pipeline system. The first image (a) presents the main user interface, 127
displaying the status of sensors on pipes 1, 2, and 3, with the ultrasonic sensor readings shown in 128
centimeters and a "normal” status. Users have the option to choose between Automatic Mode or 129
Manual Mode, affecting the overall operation of the system. Additionally, the interface displays 130
graphs that visualize fluctuations in data from the ultrasonic and flow sensors, with colors distin- 131
guishing each sensor for easy monitoring. The second image (b) provides more detailed 132
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information, where the graphs show the flow data and ultrasonic sensor readings for each pipe,
along with a table that records the date, time, and measured sensor values. Which controls the
pump to circulate water through the pipeline. When activated, Relay 1 turns on the pump to
transfer water into the system. Relays 2, 3, and 4 each control a solenoid valve, used to regulate
the flow of water at specific points in the pipeline. These solenoid valves operate by opening or
closing depending on the commands received, allowing for precise control of water flow. Addi-
tionally, the graphs displayed show readings from five flow sensor points (Water Flow 1 to 5),
which monitor the flow rate of water through the pipeline to detect significant changes in flow
that may indicate a leakage.

The graphs also display data from three ultrasonic sensors (Ultrasonic 1, 2, and 3), which
measure the water level within the pipeline and detect any changes in water levels that could
signal potential leaks or other issues in the system. Overall, the system integrates device control
and sensor monitoring, combining them into graphical visualizations to effectively and efficiently
detect and address problems within the pipeline system.

2.3. Design and Function of Components in the Oil Flow Testing System

Information ;

1 Orange = Pump12v

1-3 white = Ultrasonik Sensor

1-5 Green = Water Flow Sensor

1-3 Cyan = Selenoid Valve

3 Red Circel leak point
Figure 4. Design and Function of Components

Figure 4 depicts an oil-flow testing system driven by a 12 V gear pump (orange label 1; 12 L

min~", 2 m max head, 1.8 A). Under the supervision of an ESP32 micro-controller, the pump draws
oil from Tank 1 and, via solenoid valves (cyan labels 1-3), divides the discharge into two branches
that route the fluid toward Tank 2 and Tank 3. Each branch is instrumented with a YF-S201 flow
sensor (green labels 1-5; 1-30 L min™") to record real-time volumetric flow, while an HC-SR04
ultrasonic sensor (white labels 1-3; 2-400 cm range, 3 mm resolution) tracks the corresponding
rise in oil level in each tank when the lids are open. Three red-circled points on the piping serve
as intentional leak sites for validation tests. At the start of a run, the ESP32 energises the pump,
opens the solenoid valves in sequence to establish the flow path, and continuously acquires pulse
counts and echo times from all sensors. Thus, the pump supplies motive force, the solenoid valves
regulate flow direction, the flow sensors provide instantaneous rate data, and the ultrasonic sen-
sors monitor stored volume, while the ESP32 orchestrates the entire procedure and logs each
measurement. The assembly is powered by a regulated 12 V / 5 A supply and mounted in a pro-
tective ABS enclosure to ensure stable, safe operation.
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3. Results and Discussion

3.1. Sensor Analysis of Oil Flow Rate in a Leaking Pipeline
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(a) Graph of Oil Flow Rate Variations (Flow 1 - Flow 5) Showing Leakage
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Figure 5. Design and Function of Components

According to the continuity principle, the measured pipe flow must balance the volume
change in each tank; any unexplained mismatch indicates a leak. In Figure 5a all five flow curves
initially rise uniformly to about 2 L min™ before diverging: Flow 3 (grey) spikes and then drops
near minute 25, while Ultra 2 (red) in Figure 5b simultaneously falls by ~4 cm—evidence of a leak
on the left branch; Flow 4 (vellow) peaks at = 2.4 L min™" around minute 45, concurrent with a
downward step in Ultra 3 (green), signalling a leak on the right branch; and between minutes 50—
80 Flow 2 (orange) steadily declines from ~1.9 to 1.6 L min™" as Ultra 1 (blue) drops by ~4 cm,
indicating a central-line leak. The test fluid is Tawon cooking oil (p= 0.92 g cm™3, p = 50 cP), chosen
for its industrial-like viscosity and safe handling. Five YF-5201 flow sensors (1-30 L min} and three
HC-SRO04 ultrasonic sensors (2-400 cm range, 3 mm resolution) are sampled once per second by
an ESP32 microcontroller, which streams data to a live web dashboard. Leaks are simulated by
opening needle valves at three points (left, centre, right) in ~30-min intervals, each scenario re-
peated three times. The ESP32 algorithm compares cumulative flow with the drop in tank level
and flags a leak when the discrepancy exceeds a +3 % threshold, triggering a visual alarm. Thus,
the characteristic surges or dips in flow without a proportional rise in tank level —captured in Fig-
ure 5—conclusively confirm oil leakage in the left branch, right branch, and central pipeline.

165

166

167
168

169
170

171

173
174
175
176




Public et al, International journal of innovation in mechanical... 7

3.2. O0il Flow Rate Sensor Analysis on Non-Leaking Pipes

Water Flow Sensor

3
2.5
2
=
£ 15
=
1
0.5
0
-0 o HO o 0 o W W e W H O H WO oD
FAANTm IS OBORR BG5S S
Waktu (Menit)
Flow 1{L/min) Flow 2(L/min) Flow 3(L/min)
Flow 4{L/min) Flow 5(L/min)
(a) Graph of Oil Flow Rate Variations (Flow 1 - Flow 5) Showing No Leakage
Ultrasonik
18
16
14 ' e e T S D
12 ‘-——\/
10 ’\/\‘\/
S 8 \/‘j\m
6
4
2
0
H B H 0 oW oW H B A W WAL H W B oY
HA N NMMSThnbo~NNB®©a 0D S

Waktu (Menit)

=——Ultral =—Ultra2 Ultra 3

(b) Ultrasonic Sensors Showing No Leakage
Figure 6. The simulation graph of oil fluid pipe Non-leakage consists of two main parts (a) Water
Flow Sensor, (b) Ultrasonic Sensors

Figure 6 clearly satisfies industry-accepted criteria for a leak-free pipeline: all five flow traces
(Flow 1-Flow 5) fluctuate only modestly between roughly 1.5 and 2.1 L min~", while the three
ultrasonic level curves remain essentially flat—Ultra 1 drifts downward by barely a centimetre,
Ultra 2 maintains a constant head near 14 cm, and Ultra 3 oscillates gently around 13-14 cm
without any step changes. Such coherence between steady flow rates and unchanging tank levels
reflects perfect mass conservation, exactly as predicted for a tight pipeline in steady state where
inlet flow equals outlet flow and the residual balance approaches zero. Comparable baseline tests
reported in the literature employ high-precision ultrasonic flowmeters and level gauges, conduct
pressure-hold s following standards such as ASTM F2164, and accept only variations within
the combined instrumental uncertainty; any imbalance beyond that threshold would flag a leak.
Because the flows and levels in Figure 6 remain well inside those limits, the data confirm that the
system retains pressure, conserves volume, and therefore operates under true non-leak condi-
tions—providing a robust benchmark against which subsequent leak-induced experiments can be
evaluated.

4. Conclusions
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The experimental findings confirm that the laT-driven maonitoring scheme can clearly differ-
entiate leak- and non-leak states in the pipeline. Under induced-leak conditions (Figure 5), three
distinct intervals reveal mismatches between the cumulative inflow recarded by YF-S201 flow
sensors and the volume rise measured by HC-SRO4 ultrasonic gauges, unequivocally signalling
leaks in the left, right, and central lines. By contrast, the non-leak scenario (Figure 6) exhibits
steady flow traces within 1.5 — 2.1 L min™" and virtually flat tank levels, validating strong mass
balance and leak-free operation. Using Tawon cooking oil (p = 0.92 g cm™; i =50 cP) as a realistic
test fluid, all sensors were sampled at 1 Hz by an ESP32 micro-controller; the continuity-based
algorithm flags a leak whenever the flow-versus-volume discrepancy exceeds +3 %. Collectively,
these results demonstrate that the instrumented pipeline meets industry benchmarks for leak
detection: it remains stable when tight and raises immediate alerts when continuity is violated,
thereby proving the reliability and real-time effectiveness of the proposed loT leak-detection sys-
tem.

Beyond confirming basic functionality, the study highlights several practical advantages.
First, the dual-sensor approach—cross-checking flow and level data—provides redundancy that
minimises false positives caused by individual sensor drift. Second, the 1 Hz sampling and on-
device processing mean that leak events can be identified in under a minute, well within typical
response windows for industrial safety protocols. Third, because the ESP32 publishes data to a
cloud dashboard, maintenance staff can view live diagnostics on any web-enabled device, facili-
tating rapid decision-making and remote supervision. Future work will extend the system to
longer pipe runs and integrate pressure sensing, enabling localisation algorithms that not only
detect but also pinpoint leak positions. Additionally, machine-learning techniques could be
trained on the high-resolution dataset to auto-classify leak severity, further enhancing the auton-
omy and robustness of the monitoring platform.
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