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Abstract

A security system is needed to prevent theft or other criminal acts.
One of the implementations of a popular security system today is
the Smart Lock System. This study discusses the design of an
intelligent lock system using QR Code scanning as a locker key at
the Library of the Faculty of Engineering, Universitas Riau. The
design of the device system consists of one piece of ESP8266
Node MCU module, one piece of 12V Power Switch Adapter, one
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piece of AMS 1117 module with 3.3V and 5V output voltages, three

pieces of 5V Relays, and three pieces of 12V Solenoids. The
security system has been improved compared with existing
security systems such as verification for personal data, email
notification, and level log in to get theft to treat notification. This
paper also measured the delay of the device system. Based on
measurement results, the average delay obtained is 1.66 seconds.
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INTRODUCTION
The security system is essential to
prevent theft or other criminal acts from

preventing theft crime rate increases from year
year [1]. However, having many keys and
maintaining entry to authorized only persons is
a problem. Besides the costs involved in
fabrication, duplication, and distribution of keys,
there are security concerns in case of lost keys.
A keyless entry unit will address these
problefds and add additional features [2].

Smart Lock System usually consists of
three parts. First is the key controller as a lock,
central controller, or database as a key control
center to open, close, or execute crucial
commands in the system and mobile application
as interface and place of command to unlock
the device and register members or guests| 2].

Several studies on the Smart Lock
System have been carried out. For example, Ha
[3] research discusses digital door locks with
enhanced security functions designed to work

with the Internet of Things. This research uses
cameras, keypads, ultrasonic, and motion
detection sensors. Each sensor installed serves
to validate the user in 2 seconds. For example,
the ultrasonic sensor can read and validate the
user within 1.6 seconds to 1.8 seconds.
Therefore, this device has an average of 1.4
seconds to validate the user, capture the
image, and send it to the mobile device.
However, this tool has a weakness; when an
invalid user enters the wrong password, the
user can close the camera with their hands or
move their face to take pictures on the camera
are inaccurate.

Meanwhile, a study conducted by Rasid
[4] discussed the design and construction of an
automatic door security system using Radio
Frequency Identification (RFID) technology.
This study uses two RFID tags to distinguish
each user, both of which have been
programmed beforehand. Both of these tags
can work and are recognized by the system so
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that the door can be opened automatically in
less than 4 seconds, while the scanning
Blocess can only be done within 5 cm.
However, RFID tags require special scanners
that either need to be attached to the phone or
used independently [5]. In addition, the existing
system that utilizes RFID technology is costly
and complex [6].

The two methods and studies above are
already quite good regarding security. However,
it is ineffective if used in public spaces where
many users use door access. Moreover, the
security method using biometric sensors like
fingerprints, eyes, voice, and facial recognition
has weaknesses such as requiring high costs to
have a scanner with high sensitivity and
accuracy. Meanwhile, security methods using
RFID, digital pins, or conventional physical keys
have drawbacks because there is a risk of
losing keys and forgotten passwords. So apart
from maintenance costs, there is also the risk of
additional costs for fabrication, duplication, and
distribution of lost keys.

This research will be used a Quick
Respons@)(QR) code as a key to access the
lockers. QR-code technology is also a quick
and easy way to share authorization data
between usdg} and information systems [7]. QR
Code has several features such as large-
capacity data encoding, dirt and damage
resistance, high-speed reading, small print
outsize, 360-degree reading, and structural
flexibility of application [8]. QR codes can
represent text used by a mobile device to act.
Code can be generated to link directly to a
Uniform Resource Locator (URL), create a
Virtual Card (VCard), or initiate a phone call,
text or email, and other functions [9]. The QR
code structure is too complicated for humans to
solve, but the machine can easily read and
decode QR codes [10].

Some studies regarding the
implementation of QR codes have been
discussed by Rao et al. [11], which explains the
use of QR codes as car door security. This
research was  conducted by  adding
Atmega328P to the Arduino Uno as a
microcontroller and the HC-05 Bluetooth
module as a wireless communication tool. The
system can rotate the servo motor (Micro servo
DXW90) about 180 degrees (90 degrees per
rotation) which are used to open and lock the
car door. The last door lock has been
programmed with encrypted data and will later
be matched with the lock application; thus, it is
challenging to hack while the application design
is done using the MIT App inventor [11]. Also, a
study from Al-Ghaili et al. [12] researched the

use of QR codes for the Smart Verification
Algorithm (SVA) on the Internet of Things (loT).
The proposed application carries out verification
procedures to activate the user request
authorization feature to access the smart
system witfdthe help of Encrypted QR tags [12].

The access and services of the library are
continuously evolving and changing based on the
current technology available in the market.
Traditional lockers exist on university campuses,
but they are neither convenient nor
secure[13][14].

The current security system in the locker's
library of engineering faculty, Universitas Riau,
uses a conventional or physical key. A physical
key is a standard security system because it is
very cheap and easy to use. Still, if it is
implemented in a public space like a library,
physical keys have several weaknesses, such as
when visitors bring the key, there is a risk of
losing it or being carried home. Furthermore,
there is no verification for visitors' data to access
lockers. The keys can be duplicated easily,
making this current security system vulnerable to
theft if applied in public spaces. For this reason,
in this research is very necessary to add some
new improvements to the security system to
prevent something terrible from happening in the
future.

So this research will be using the android
application provided for users to scan QR
codes and create and validate an account to
prevent door access by irresponsible parties.
This process can only be accessed on the
user's mobile device. Then, an additional
security login level and an email notification are
also added. This research is located in the
library of engineering faculty, Universitas Riau.

Methods
1. Device System Design
The design of the device system is
presented in Figure 1. this device requires
several main components such as NodeMCU
ESP8266 module, solenoid, power switching
adapter (PSA) 12V, DC-DC step down (module
AMS1117) with outputs of 3.3V and 5V as well as
relays of 5V and Solenoid 12V.
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Power Switching Adapter (PSA) 12V is
used as an adapter that converts the AC voltage
from the 220V into 12V DC voltage, then DC to
DC step down serves to reduce the 12V Voltage
to 3.3V & 5V using the AMS1117 module. This
3.3V will be used as a voltage source on the
NodeMCU ESP8266 board and 5V as a relay
voltage source.

NodeMCU ESP8266 functions as a
microcontroller that will receive command data
from the database to control components such as
relay and solenoid and connect to a Wi-Fi access
point for internet access. A relay will function as a
switch and has a condition normally open where
the current circuit on the relay will be open or
disconnected. If it is in a standby state, the
electric current cannot flow and will act otherwise
if an electric current is applied. Last is the
solenoid as a tool to lock the door when the
solenoid is given a voltage trigger through the
relay. The coil on the solenoid will form a
magnetic field around the iron core inside the
solenoid so that the iron core will be pulled in and
the locker will be open.

2. Additional Security System
The additional security elements in this
research are as follows:
1. Using QR codes
QR codes are complicated to read by
humans and only can be read by
computers or smartphones. Meanwhile, to
access the locker, scanning QR codes only
can be done by the application that has

process only can be done by showing the
Student Identity Card to the library officer.
3. Email Notification

Email notifications will notify users of
several features such as personal data
verification, password change, notification
of accessed lockers, and blocking account
notification. In addition, this email will also
function as a media report from the library
if something unexpected happens in the
future.

4. Level Login

Login level aims to block accounts
automatically if any visitor fails to log in by
entering the correct data more than three
times. It will be indicated as a suspicious
action because irresponsible parties are
trying to access lockers with data from
other users in some cases. Every blocking
action will be sent an email notification
automatically, so the user must to changes
his password as a security method
procedure to prevent irresponsible parties
from getting access to his account.

3. Delay Measurement

This Measurement aims to measure the
device's effectiveness, whether there is an
increasing delay value on the device. At the
same time, the number of lockers that are also
accessed simultaneously increases. There is
three measurement scenario to get the delay
value of this device such as:

1. When one locker is accessed

2. When two lockers are accessed

3. When three lockers are accessed

The difference is only in the number of
accessed lockers because this scenario might be
happening at peak hours or the level of visitors is
high. Measuring delay's value on the device
requires additional components such as push-
button connected to pins D1, D2, and D3 on the
NodeMCU ESP8266 microcontroller.

AC Voltage 220V

DC to DC
3.3V and 5V
i A

been provided. This can eliminate losing Solenaid
keys because visitors no longer need to Tomwer St e,
carry keys wherever they go. Adaptor 12V ~
2. Verification Personal Data ::"j
Visitors cannot access the locker R .,
before finishing the personal data | s
verification process. This stage is to make Figure 2. Design of circuit device for measure
sure personal user data that has been delay's value
previously filled on the registration page in
the application is correct. This verification
Yusnita Rahayu and Luthfi Afif. design and development of smart lock system based QR- 3
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These pins would act as input pins to
calculate the delay's value on the device when
the push button is pressed. Figure 2 illustrates
the device circuit to measure the delay's value.
Delay measurements start to calculate by
pressing the push button when the QR code on
the locker is successfully scanned. Then as soon
as the solenoid on the locker is open, the push
button needs to be pressed again, so the delay's
value will be automatically displayed on Arduino
serial monitor. It is obtained by subtracting the
last time value when the push button was
pressed with the first time value at the beginning.
Then all the obtained delay data will be
calculated as the average per day and hour
based on the library's operational schedule. To
calculate the average delay, can use equation (1)
below:

Total Delay
Total Packet Recieved

Average Delay =

(1)

According to the TIPHON standard, there
are several categories for the delay in measuring
the qualities. Table 1 shows delay index quality
based on TIPHON [15].

Table 1. Delay Index Quality

Delay

Category Delay (ms) Index
Very Good <150 4
Good 150-300 3
Medium 300-450 2
Bad >450 1
RESULTS AND DISCUSSION

1. Functional System Testing

The proposed device system has already
been tested as a prototype. This device has been
done and working well to be implemented in the
library. Each component works according to its
function; therefore, a functionality test has been
performed in table 2. Figure 3 shows the
prototype's implementation based on the
component requirement.

Figure 3. Implementation of Device Sytem

Table 2. Functionalities test on the proposed device system

No Component Function

Indicator Status

NodeMCU ESP8266

can

The serial monitor on Arduino

NodeMCU
ESP 8266

connect to the existing internet
network on the Wi-Fi access
point and destination database.

software contains information
about the IP Address of the Wi-
Fi and response data from the
user database.

Success

2. PSA

Converting 220V AC Voltage to
12V DC Voltage

When this component s
connected to a solenoid without
a relay, the solenoid
automatically opens.

Success

3. AMS1117

Lowering the 12V Voltage to
3.3V to be used as a voltage
source on the NodeMCU
ESP8266

When this component s
connected to NodeMCU
ESP8266, NodeMCU ESP8266
can work properly.

Success

4. Relay

Relay usually is open and
connected to the NodeMCU
ESP8266. Relays can supply
and break an electric current.

When the relay gets a trigger
from the NodeMCU, the
solenoid will open on the other
side.

Success

5.  Solenoid

A solenoid is connected to the
relay and power switching
adapter. A solenoid can open
and close the locker door.

When the relay conducts an
electric current, the solenoid will
open, and if not, the solenoid will
be closed.

Success
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2. Comparison of Security System

This proposed security system has already
added some improvements using QR codes as a
key to unlock the library's locker. However, it is
hard for humans to understand and read it
Therefore, solenoid as a component to lock and
unlock the door's locker is placed inside the
locker. In addition, verification for personal data
and theft threat notification is already added to
the application provided by this proposed system.
Both of these two systems are compared in table
3.

Table 3. Comparison of security system

Security . Smart Lock
No Feature Conventional System
Risk of
1. losing key Yes No
Only
2. User Everybody verified user
Verification
3. ofpersonal No Yes
data
Theft threat
4 notification No Yes

3. Delay Results

Delay testing measurement was done from
Monday to Friday (working days). Three lockers
are used in the scenario. From measurement
results, the overall average delay value is around
1.66 seconds. The lowest delay occurs on
Thursday when two lockers are accessed
simultaneously, with a delay of about 0.8
seconds. On Thursday, the highest delay occurs
when three lockers are accessed simultaneously
with 3.36 seconds delay value. Figure 4 presents
the average delay per day.

DELAY PER DAY

—+—0Onelocker —@—Two Locker

142
135
117

08 0.8

MONDAY TUESDAY WEDMNESDAY THURSDAY FRIDAY

DAY

Figure 4. Average delay per day

Meanwhile, suppose average delay is
measured by hours. In that case, the average
delay is around 1.66 seconds. The highest
average delay value occurs when three lockers
are accessed simultaneously with a delay's value
of about 3.15 seconds at 02.00 PM. The lowest
average delay occurs when two lockers are
accessed simultaneously with a delay's value of
about 0.86 seconds at 01.00 PM. Figure 5 is
shown the average delay per hour.
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Figure 5. Average delay per hour

The average delay is around 1.66 seconds
from the two methods above, where the delay
value is still categorized as bad by the TIPHON
standard. The time value of the delay will also
affect the time in reading the QR-code. The
higher the delay value, the longer it will take to
read the QR-code on the device. Besides,
significant issues while measuring delay data are
that the quality of Wi-Fi networks at the library is
unstable, affecting the measurement results
because it is a public network. Moreover, during
lunch break time, delay's value is higher than
other times caused by heavy traffic on Wi-Fi
networks.

The solution to reducing delay's value is
using a private network or a priority network for
the devices separated from the public network,
so the load on the traffic network can be reduced
and obtained delay's value.

CONCLUSION

The proposed security system has been
done and working correctly. On the security side,
some improvements such as using QR codes,
verification for personal data, and theft treat
notification has been added successfully.

For the delay results, if measured by day,
the lowest delay occurs on Thursday around 0.8
seconds with two lockers are accessed and the
highest around 3.36 seconds when three lockers

Yusnita Rahayu and Luthfi Afif. Design and development of smart lock system based QR- 5
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