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Abstract

The cloud computing sector, including mobile networks has
increased in the present time. Because of advanced features and
security related information in cloud. So many methods are
available for handling these problems. Cloud security, large number
of methods existing for provide security. Among that, so many
widespread techniques cast-off to protected data in cloud based on
Individuality based encryption. This method specialty is allowing
only authorized end users for access legal data and avoid
smalevolent attack. Individuality -based encryption method follows
up the four stages like Name, Key generation, encryption and
decryption. Among these Key generation is most important for
generating secure key. It provides unbreakable and non-derivable
secure keys to provide strong security. This paper provides a novel
approach for providing advanced security called identity-based
encryption. This approach uses segment of a bitidentity thread in
demandto evade seepage of user’s data identity, if any attacker
decodes the key also. Statistical reports show that the proposed
algorithm takes less time in the process of decryption and
encryption compared to other traditional approaches. One more
feature of our novel method is skinning the user’s uniqueness by
using parametric curve fitting. It contains a polynomial interpolation
function.
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INTRODUCTION crucial role in

Cloud computing is a one of the most
important domainsfor all fields on requestand
suitable network admission to communallot of
computational resources, it can be rapidly
provided with fewer administration effort. In this
context there are four major features that can
modify any field in cloud computing [1]. They are
self-service on demand, network admission,
resources, and speedy springiness. So many
issues are available in cloud services like
authenticity, Security and Confidentiality [2]. For
different applications, authentication plays a

retaining security using unique
access control [3]. Cloud encryption platforms
encrypt data when it is transmitted to and from
cloud-based applications and storage, as well as
to authorized users in different locations.

In addition, these tools encrypt data when
it is stored on cloud-based storage devices.
These measures prevent unauthorized users
from being able to read data as it travels to and
from the cloud or read files when they are saved
to cloud storage. Storage vendors like Amazon
Web Services (AWS), Dropbox, Microsoft Azure
and Google Cloud provide data-at-rest cloud
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encryption. The software handles encryption key
exchanges and the encryption and decryption
processes in the background.

Two types of infrastructures most common
in security approaches of public and private keys,
among these two public keys is castoff to
safecommunication amid two different end users.
Private key indicates based on public key identity
of user’s email. So, private key is produced at the
time of communiqué. Due to lack of prior
knowledge, accuracy of encryption and
decryption is very less [1]. Several
computationally hard methods are available. One
of the most popular methods used to secure data
over the cloud is Identity-Based Encryption (IBE).
It is an access policy that allows only authorized
users to access legible data in order to avoid a
malicious attack. IBE comprises of four stages,
namely, setup, key generation or extract,
encryption, and decryption.

Key generation is one of the important and
time-consuming phases in which a security key is
generated. It is a computational and decisional
hard problem for generating unbreakable and
nonderivable secure keys.

This paper proposes an enhanced identity-
based encryption approach where a secure key
is generated using part of an identity bit string in
order to avoid leakage of users’ identity even if
an adversary or attacker decodes the key or
encrypted data. Experiment results show that the
prosed algorithm takes less time in the encryption
and decryption as compared to the competitive
approach named efficient selective-ID secure
identity-based encryption approach. One of the
most important features of the proposed
approach is that it hides the user’s identity by
using the Lagrange coefficient, which consists of
a polynomial interpolation function.

The security of the system depends on the
hardness of computing the bilinear Diffie-Hellman
problem. So many protocols provide security
against attackers. Among that Authenticated Key
Exchange protocol [4]. In this protocol activate
two end users, they have username and shared
key with resilient to offine attacks.
AsymmetricPassword-Authenticated key
exchange is the most important protocol. It
delivers setting the server passcode depiction
and security is obligated when the server is
cooperated.

Past few decades, cloud security is the
newest ranges of research and anonymous
methods have been projected [5, 6, 7, 8, 9]. A
framework 2F provides authentication clients, link
cloud system for encryption keys for provide tight
security to avoid attackers at any cost [10], it
consists of seed swap for account arrangement

in tunnel security of transport layer. An
authentication server with encryption key and an
influential decryption action, and asynchronous
creation about one authentication via TOTP

approach via internal memory for cloud
computing [11].
Figure 1 shows a Mobile Cloud

Architecture that talks about the architecture of
the mobile. Figure 2 demonstrates the two users
and key generator and Figure 3 talks about the
entire framework of security concepts.

The development of bilinear map, IBE
approach categorized into random model [12]
without bilinear map [13]. Han et al. [14]
presented identity-based plaintext-checkable
encryption for mobile electronics trade. [15] Ma
projected an identity-based encryption security
apparatus named IBE with subcontracted
equivalence test in the cloud setting. Qin et al.
[16] focused based on an IBE system for cloud
computing settings, they also use the
equivalence examination and overwhelms
restriction [15].
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Figure 3. Framework of security concepts

This paper provides security concepts in
section two. Section three provides the proposed
framework. Section four provides individuality-
based encryption algorithm. Section five

MATERIAL AND METHODS
Security Concepts

The major security concept shows that
simulator environment response for encryption
using identity-based encryption. It faces so many
challenges and quires during this process. The
task of decryption is plain text using identity
initialization.

The following hierarchy for four different
levels:

a. Setting: generate the reproduction setting as
follows:

b. Simulant runs the setting of security. In this
process option-1 is, d=1 because single layer
protected, in multi-levellBE, is orderedIBE f>
1.

c. After make public constraints with master key.

Algorithm

1. Parameters like bits and curves decided by
Private Key generator.

2. From Private Key generator, Bobreceived the
master public key.

3. Bob validates himself by distributing his
uniqueness to Private Keyproducerandobtains
private key for encryption.

4. From Private Key generator, Alicegets the
master public key.

5. Alice validates him by distributing his
uniqueness to Private Key producer and
obtains private key for encryption.

6. Bob leads his uniqueness to Alice for
producing the public key connected to Bob’s
uniqueness. Bob authentic the data, what
data Alice will use for decryption using this
key.

7. From database, Bob’s data and getting by
Alice and decrypts it for retrieving.

Data Encryption is a method of preserving
data confidentiality by transforming it into
ciphertext, which can only be decoded using a
unique decryption key produced at the time of
the encryption or prior to it. Data encryption
converts data into a different form (code) that can
only be accessed by people who have a secret
key (formally known as a decryption key) or
password. Data that has not been encrypted is
referred to as plaintext, and data that has been
encrypted is referred to as ciphertext. Encryption
is one of the most widely used and successful
data protection technologies in today’s corporate
world. Encryption is a critical tool for maintaining
data integrity, and its importance cannot be
overstated. Almost everything on the internet has
been encrypted at some point.

Proposed Framework

Our novel framework, identity-based
encryption plays a key role in this work. This
method permitted to admission the data using its
uniqueness for authentication. This type of
implementation is initially done in deputation
(proxy) servers for revokes the unofficial users
and their storage.

General process registers their uniqueness
for using the legal provision. In cloud computing
safety is the most important factor for
computation. Security providers implement novel
schemes for providing hard security. If provides
more security, then the next factor is upload and
download of data from cloud. Figure 3 shows the
security environment between two parties using
private and public keys. Particularly in novel
approach concentrate on decryption, key
generation, and encryption time is computed.

In few cases unauthorized users use
identity from authorized users then Lagrange
polynomial used for computationally hard to third
party to crack original identity [24]. In Figure 3,
Bob directs his uniqueness to Alice in middle of
net; an attacker can’t get the uniqueness
because they allocation these characteristics by
means of protected socket linking [21, 22, 23,
24]. Among so many methods, Hash-based key
produce approaches are more
computationalexpensive, so we prefer pairing-
based key produce approaches can be used [17,
18, 19, 20].

Proposed
Algorithm

In proposed algorithm H represents the
group with order q. This group derived from
bilinear map H1. It defined as:

Individuality Based Encryption
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e: Hx H1=>H2 1)

The cluster size finding by safety parameter and
every parameter represents the four strings of
length m4.

ID = (id1, id2, id3.... idn) )

Proposed Algorithm
Step 1: Start
Step 2: Bilinear mapping between variables with
collision free hash function.
Step 3: Generate System parameters and
random selection with length n.
Step 4: Finally, setup the public parameters with
master key.
Step 4: Generate the bit string identity for end
user
Step 5: It divides into two dissimilar parts.
Step 6: A random value added for security to
proposed method.
Step 7: Identity generated by choosing a random
value(that is Private Key)
r

d’u =( h; (1!? H}'EL’ 1'.?_;,-)’ h" (3)
V = {v1, v2,..., vm} and U ={u1,u2,....un} such
that
Step 8: Now use Parametric curve fitting method
to generate polynomial function to perform
polynomial interpolation for hide few values for
recovered existing data.

s=/t2t1\(dxdt)2+(dydt)2dt (4)

Step 9: The random set generated for each user
identity and generated parametric curve fitting for
each identity for each identity value.

Step 11: System will use m terms of identity
value due to hacker can’'t guess the original
identity of authorized user.

Step 12: Now if all the values of user identity and
system identity are same, so error rate is zero.
Step 13: So hacker will not be able to guess
anything from the key.

Step 14: Finally do the encryption and decryption
as stated in (6)-(11).

In preprocessing stage execution time of
bilinear mapping with the help of Java pairing
based cryptography library and pairing based
library. The PBC value at 0.4.7 and 0.3.14. JPBC
provides a wrapper around PBC by means of a
tiny and well-organized layer that enables
communication between the two libraries.

Analytical server of cryptography, on deals
with what will have to do be. In this type of
research, the variables involved are carefully and
scientifically ~ controlled and  manipulated.
Analytical research is also known as
experimental research and is a very sophisticated

technique. This kind of research is based on four

important  characteristics namely, control,
manipulation, observation and replication.
Figure 4 shows the bilinear mapping

pairing at the time preprocessing. It shows the
difference between before preprocessing and
after preprocessing.
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Lagrange coefficient is

ﬂj_uE}": oter oejem, h“ﬁ’\l M (5)
Where y= vjand x= up:
Lagrange coefficient determines the

function's cost, evenparameters are not spaced.
The above equation is used to calculate the value
of independent variable x that agrees to a given
function cost.

For every user identified one time from
random set uiit is generated by Lagrange
coefficient with same value. There is possibility to
use m-terms of identity value; it is constant for
standard identity of certified user. So, it is
impossible to guessextracted ID generated by
key. Due to such type of user identity error is
zero.

Initial Encryption: Let “b” consider as random
value. For few individualities, (5) describes the
encryption performance.

B = (g(hLh2)N.h, (1 7= (6)
Secondary Decryption. Let B= 6B1, B2, B3b be a
suitable ciphertext for notethat M is under user
individualityv. So ciphertext, B can be decoded
using fu= &f1, f2b has given in (7)— (11):

c= (s(mmnes, (=) @

ol g™ (u' Mizvwi)°)

_ e

= (g(h1, k) M) e — s 8)
c af_gr,l:u" n[:VF[:'rE}

= (Q'[th:} N) el gogo)ella’ n[:[,?v[i'rcﬂ:' ®)
. el g (u'Tlizywi)™)

- (E(th:} N) el goge)Celglu Tlizpw)T0) (10)

- N (11)

Figure 5 tells about bilinear mapping execution
time using Pairing encryption and java pairing
version

Figure 6 tells about Timing graph of Individuality
based encryption schemes for setup phase

Table 1: Decryption phase comparison of
proposed and Water’'s method.

Figure 6: key generation stage time graph for
Figure 7: Decryption stage Timing graph for
proposed task

Figure 8: Encryption stage timing grph for the
proposed task

RESULTS AND DISCUSSION

Performing identity-based encryption by
JPBC is more efficient withdissimilarkinds A, Al,
F (159,201,224), G, D, and H (149) combinations

for develop bilinear charting. Among these, kind
of A is cast-off as perfect curve for cryptography
andit customs super singular curve X2 = Y3 + X.
Figure 6, Figure 7, Figure 8 show the bilinear
mapping of JPBC and PBC before preprocessing
and after preprocessing and shows time variation
also. Table 1 shows the bits essential by
curvature category and the pre offerings
implanting degree of each curve.

Figure 6 demonstrates the processing time
necessary by proposed individuality-based
encryption, better W09, and enhancedWO05,
Water 05, and BBibe for SS512 curvature in the
generation of crucial stage. Among these
methods, BBibe take less computational time for
key generation and provide tight security.

Table 1. The hits essential by curvature category

Water’s .
. - - Projected
Decryption Ind|V|dua||ty_ based Method
encryption

Computation of 2 2
Bilinear map

Cluster operation 1 1
Transposal 1 1
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Figure 8. The decryption stages

Figure 7 describe the processing time
engaged by dissimilar approach during the
encryption stage. The projected novel technique
is added effective and takings fewer calculation
time in encryption stage, while executing the
encryption using SS512 curve.

Figure 8 shows decryption stage, it proves
proposed method is efficient and takes less
computational time. Figure 9 describes the entire
phase’s encryption, decryption, security and
computational time of proposed method for
different messages. Results of this article got
high accuracy comparing to existing results of
previous work done [26] with high accuracy we
can say our work is good. In these results we got
better accuracy results comparing to previous
works [8].

CONCLUSION

Cloud security, large number of methods
existing for provide security. Among that, so
many widespread techniques cast-off to
protected data in cloud based on Individuality
based encryption. This method specialty is
allowing only authorized end users to access
legal data and avoidsmalevolent attack.
Individuality -based encryption method follows up
the four stages like Name, Key generation,
encryption, and decryption. Among these Key
generation is most important for generating
secure key. It providesunbreakable and non-
derivable secure keys for provide strong security.
This paper provides a novel approach for
providing advanced security called identity-based
encryption. This approach uses segment of a bit
identity thread in demand to evade seepage of
user’s data identity, if any attacker decodes the
key also. Statistical reports show that the
proposed algorithm takes less time in the process
of decryption and encryption compared to other
traditional approaches. One more feature of our

novel method is skinning the user’s uniqueness
by using parametric curve fitting.
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